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1.0 Purpose

The purpose of this policy is to establish guidelines for preventing, detecting, reporting,
and investigating fraud at the Papua New Guinea Institute of Medical Research
(PNGIMR), in order to safeguard its financial resources, reputation, and integrity. It is
the intention of the Institute to promote good governance values and principles in all
aspects and levels of its organisational operation in carrying out its statutory duty and
obligation toward meeting its strategic purpose.

2.0 Related Documents

Code of Conduct

Financial and accounting procedures
Procurement Policy

Travel Policy and related procedures and forms

3.0 Scope and Application

The policy applies all PNGIMR employees, advisers, consultants, contractors, sub-
contractors, students, volunteers and any other external parties with a business
relationship with the Institute.

4.0 Responsibility

All PNGIMR employees, advisers, consultants, contractors, sub-contractors, volunteers
any other external parties with a business relationship with the Institute. The Finance
Manager is responsible for the implementation of this policy.

5.0 Definition
Fraud

Dishonestly obtaining a benefit or causing a loss by deception or other means. This
includes theft of cash or assets, falsifying, destroying and concealing accounting
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records, declaring false and misleading information, making, and using forged
documentation, unlawful use of the Institute’s property and services, divulging
confidential information to outside sources, misappropriation of funds and any
offences of like nature to those listed above.

Corruption

It is the abuse of entrusted power position for private gain. This includes bribery,
extortion, kickbacks, blackmail, collusions through false quotes, false invoices or price
fixing, nepotism, conflict of interest, data manipulation with intent to cause harm or
obtain personal gain and any other offences of like nature to those listed above.

6.0 Policy Statement

The Institute adopts a Zero Tolerance Fraud and Corruption Policy. A zero-tolerance
approach to all fraud and corruption does not mean that all fraud and corruption can
be avoided or prevented, instead it represents a set of principles and actions that are
applied by the Institute to prevent, detect, investigate, and respond to fraud and
corruption to effectively manage risks.

Zero Tolerance means that the Institute will:

e Regularly assess the risk of fraud or corruption occurring and take actions to
minimise risk through stringent controls and monitoring.

e Raise awareness of staff about this policy and each person’s responsibility to report
suspected fraudulent activity through regular training and other communication.

e Investigate all alleged instances or reports of fraud and corruption to determine the
nature and extent of the misconduct.

e Apply appropriate administrative or contractual sanctions including termination of
contract or engagement.

e Seek appropriate prosecution of offenders and application of appropriate penalties,
including referral to law enforcement authorities.

e Seek the recovery of misappropriated funds or assets.
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7.0 Policy Applications

e As part of the pre-employment screening process, criminal history checks are
requested from people who will be in positions where fraud is more likely to occur.

e Consistent with employment conditions, employees will disclose and sign a
statement describing any conflicts of interest they may have in relation to
organisations, clients, vendors, suppliers, or other external parties.

e A fraud risk assessment of the entire Institute will be conducted at least on an
annual basis by the Internal Auditor. This policy will be also reviewed and revised to
address new risks on a regular basis.

e All documentations obtained or created because of fraud or corruption incident
investigations will be kept confidential until such time it is handed to a law
enforcement agency or external investigation body.

e The Institute will take all reasonable steps to recover the financial amount of the
loss or assets because of fraud or corruption through civil recovery proceedings or
reported to police for investigation if it is of a serious criminal nature or any other
recovery options available such as salary deduction to recoup funds
misappropriated.

e This policy is to be read in conjunction with the Whistle Blowers Act as it protects
employee’s rights when they report suspected, committed, or alleged fraud or
corruption incidents or behaviour, Public Service Management Act (1994), Public
Finance Management Act, Whistle Blower Act 2020, Public Service General Orders
and Code of Conduct Policies.

8.0 Guidelines for mitigation of risk

e Cash management
A series of high-level process steps is outlined below for establishing cash
management controls within three main cash handling activities: receiving funds;
depositing funds; and accounting and reconciliation.

1. Receiving Funds

Determine who is authorized to receive funds, and ensure personnel are properly
trained.
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Ensure money is counted and verified by two officers, and a pre-numbered receipt
is issued. All money will be locked in a secured storage area until deposited.

Ensure funds and information are safeguarded.
2. Depositing Funds

Determine who is authorised to deposit funds, and ensure personnel are properly
trained

Deposit all funds into the Institute’s approved bank account in a timely manner.
Ensure funds and information are always safeguarded.

3. Accounting and Reconciliation
Ensure deposits post to the Accounting system

Reconcile receipts/deposits with Statement of Activity

e Segregation of duties
No single individual should have complete control over a financial transaction from
beginning to end.
The employee who initiates a transaction should not be the same employee who
approves or processes the transaction.
Transactions should be reviewed and approved by a second individual before they
are processed.

e Authorisation and Approval:
All financial transactions must be authorized and approved by a designated
individual with the appropriate level of authority.
The designated individual should verify that the transaction is valid and supported
by appropriate documentation.

e Asset Management
All assets of PNGIMR should be properly recorded, physically secured, and
periodically physically verified to ensure that they are accounted for.
Any discrepancies should be reported to the Finance Manager for investigation.

¢ Monitoring and Review
The Institute will conduct ongoing monitoring of financial and operational activities
to detect and prevent fraud and other inappropriate activity. This includes
monitoring contracts, detecting irregularities in accounts and guaranteeing that all
payments comply with national and international legislation. Any discrepancies
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should be reported to the Human Resources Manager and the Finance Manager for
investigation.

Reporting

All staff have a responsibility to report any suspected fraudulent activity to their
supervisor, the Human Resources Manager, or the Finance Manager.

Reports of suspected fraud will be investigated promptly and confidentially.

Training

The Institute will provide training and guidance to staff members and other
personnel on the prevention, detection and reporting of fraud and other
inappropriate activity. The training will cover topics such as understanding the
Institute’s fraud policies and reporting procedures and recognising signs of fraud
and misconduct.

Whistleblower Protection

PNGIMR has a zero-tolerance policy for retaliation against employees who report
suspected fraudulent activity in good faith.

Any employee who believes that they have been retaliated against for reporting
suspected fraud should report the incident to the Human Resources Manager or the
Finance Manager.

Activities Risk Assessment

Risk assessments will be done for all major projects and appropriate control
strategies will be put into place and communicated to the donor. The Institute will
also assess the risk of fraud by regularly monitoring the Institute’s internal financial
and administrative systems, performing periodic audits of accounts/transactions.

Prevention and Control Strategies

PNGIMR will take proactive steps to prevent and detect fraud and inappropriate
activity. This includes implementing internal control systems and monitoring
finances, raising awareness of the risks of fraud among staff and implementing a
whistleblower policy.

Disciplinary Actions

If misconduct is found, disciplinary action will be taken against the individual(s) in
question in accordance with the PNGIMR'’s disciplinary policies and procedures.

9.0 Fraud and Corruption Reporting and Investigation Procedure

All employees are to immediately report any case suspected, committed, or alleged
of fraud or corruption in writing within five (5) days in accordance with the
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definition and application of this policy to the Internal Auditor or Human Resource
Manager.

e Any suspected or reported fraud will be immediately and thoroughly
investigated by PNGIMR. The Internal Auditor and the Human Resource Manager
will liaise with the Executive Director and institute an Internal Investigation into the
case.

e The investigation results will be reported to the Institute’s Executive Management
Team (EMT) made up of Executive Director, Deputy Directors, Internal Auditor,
Human Resource Manager, and the Finance Manager.

e The EMT will take appropriate response actions in accordance with the meaning and
application of the Zero Tolerance Policy.

10.0 Conclusion

This policy is designed to prevent, detect, report and investigate fraudulent activity at
PNGIMR and to promote a culture of integrity and accountability. It is the responsibility
of all staff to comply with this policy and to report any suspected fraudulent activity in
a timely manner.
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